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Question #1

Theo receives an E-mail from his bank while at work. The e-mail
emphatically states that he must verify his personal information
immediately or his account will be closed. He clicks the link
provided in the e-mail and enters all of his information online. This

is an example of:
a. Mobile code

b. Cookies

c. E-mail attachments

d. Phishing

Question #2

Darren wants to make sure that he protects his identity. He should
do all of the following except:

a. Shred unwanted documents that contain his identifying
information.
b. Ask how information will be used before giving it out.

c. Carry his social security card in his wallet.

d. Pay attention to his credit and bank statements.
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Question #3

Which of the following are an example of a security incident?

a. Attempts to send electronic junk mail in the form of
commercial announcements.

b. Attempts by unidentified or unauthorized people to obtain
sensitive personal or business information.

c. Loss of a government laptop containing personnel
information.

d. All of these are security incidents.

Question #4

All of the following are examples of our nation's critical
infrastructure except:

a. Transportation and border security

b. Banking and finance

c. Emergency services

d. Colleges and universities
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Question #5

Thomas visits a web site that unbeknownst to him has transmitted
malicious code to his computer. This malicious code can do all of
the following to his computer except:

a. Enable others to gain access to his computer.

b. Erase his hard drive.

c. Corrupt files.

d. Cause his computer to catch fire.

Question #6

According to the U. S. Department of Justice, what type of fraud is
one of the fastest growing white-collar crimes?

a. lelephone transfer fraud
b. Pyramid schemes

c. Internet fraud

d. Online gambling
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Question #7

Protecting your identity is essential, even on your personal or home
computer. You should consider doing all of the following excepit:

a. Avoid common names/dates for passwords and PINs.
b. Pay attention to credit card and bank statements.
c. Respond to E-mails asking you to verify your personal

information.

d. Ask how information will be used before giving it out.

Question #8

What is not PII?

Information about or associated with an individual

a.

b. Place of birth

c. Employment History
d. Gender
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Question #9

A file with which of the following file extensions is most likely to
contain malicious code?

a. .pdf
b. .jpg
c. .bat
d. .doc
Question #10

Jacob collects movies. He found a way to get movies at no cost
using a service where he shares his computers content with other
users. He sets up his work computer to use this service. This is an
example of the following vulnerability:

a. Mobile code

b. Software flaw

c. Social engineering

d. Peer-to-peer technology
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Question #11

Personal digital assistants or PDAs, such as Blackberrys or Palm
Pilots, pose a security threat because:

a. All of these answers are correct.

b. Their small size and low cost make them easy to obtain and
difficult to control.

c. They have tremendous connectivity and storage
capabilities.

d. It can be easy for a person to set up a PDA to download
information from your computer.

Question #12

Agnes wants to make sure that she knows which steps to take to
avoid spillage. You advise Agnes to do all of the following except:

Check all E-mails for possible classified information.

&

b. Ensure all file names and subject headers identify the
sensitivity of the information.

c. Properly mark and store all removable media.

d. Store classified data on her PDA when traveling.
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