"Message released on behalf of John T. McCain, USDA Charge Card Service Center Program
Manager”

This information applies to all Agency and Local Program Coordinators and Cardholders
(Purchase, Travel and Fleet)

The Charge Card Service Center would like to make the Charge Card community aware that
there have been instances where cardholders from USDA have been targeted for fraud via
email. The fraud community is obviously aware of the government-wide transition to Smart Pay
2 and has launched a series of phishing emails attempting to obtain account information (an
example of the email that was received by a USDA cardholder can be found below). Please
forward this information to everyone that might be affected, i.e. every individual with some
level of involvement with the charge card program. The CCSC would like to make clear that US
Bank or any of the other SmartPay banks would NEVER ask for account information in an email
request. If any of your cardholders have provided their account information in response to an
email request, they should contact the customer service desk immediately at US Bank at
(888)994-6722, and press the star key (*) to speak with a representative. Any email received
that is perceived to be fraudulent can be forwarded to fraud help@usbank.com. Thank you for
your attention to this matter and we thank you in advance for ensuring that this information is
disseminated to your respective agency.

Example of the fraudulent email:

usbank

Five Sear Sorvice Clsamoed b

Action: Your primary email address has been changed.
Date: 12/08/2008

For your protection, U.S. Bank automatically alerts customers when personal information
changes on our systems. If you did not initiate the action noted above or need assistance
related to this Security Alert, contact us. Please do not reply to this message.

To cancel this email address change , CLICK HERE and let's begin. . .

To confirm that U.S. Bank delivered this Alert, access the Alerts link within Internet
Banking, select Security Alerts and view Alert History.

Internet Banking customers can receive other alerts informing you of important account
activity, such as low balances, when payments are due, and much more...all for FREE.
Sign up or learn more today at usbank.com/bankonline.



