March 9, 2012

PCard-03-2012: Access Online Reporting Enhancement Notification 
  
This information is being sent on behalf of Felando (Phil) Johnson, Program Manager, Charge Card Service Center Program Office.

Agency Program Coordinators (APCs),

U.S. Bank  understands the importance of security when managing the USDA Purchase card program. As part of their continuous commitment, the bank has advised USDA of forthcoming changes to Access Online reporting. These changes are required in order to remain compliant with the rules and regulations in the Payment Card Industry (PCI) security standards. 

Please inform your Coordinators and Approving Officials that effective April 15, 2012, account numbers that appear in Access Online reporting will be masked except for the last four digits. Currently within Access Online reporting, the last ten digits are visible. This change impacts all report types – standard, flex data and scheduled – and formats, including PDF, browser and Excel. It does not affect how the account number displays within the user interface of Access Online. 

For example, today account number 4000 1234 5678 9010 appears in Access Online as ******3456789010. As of April 15, the account number will appear as **9010. The new account number masking will be applied to all reporting within Access Online, except for Global Reports, which will be updated at a later date.  This reporting enhancement further enables us to improve the overall security of Access Online and safeguard customer data. 

If you are using Access Online reporting to feed other systems, please be aware that the account number masking is changing, and you will only be able to now view the last four digits of the account number. Please update your systems accordingly. 
Below is the Splash Page message that will be displayed in Access Online from March 1 – 30, 2012: 
Splash page message

On April 15, 2012, account numbers that appear in Access Online reporting will be masked except for the last four digits. Currently within Access Online reporting, the last ten digits are visible. For example: account number 4000 1234 5678 9010 is currently seen as ******3456789010. Beginning April 15, it will appear as **9010. 

The new account number masking will be applied to all reporting within Access Online, except for Global Reports, and impact all report types – standard, flex data and scheduled – and formats, including PDF, browser and Excel. It does not affect how the account number displays within the user interface of Access Online. 

If you are using Access Online reporting to feed other systems, please update your systems accordingly. 
Please email any questions to ccsc@dm.usda.gov.  

Thank you!

