March 9, 2012

PCard-04-2012: Segregation of duties – Coordinators-AOs Hierarchy Exception Report Monitoring
  
This information is being sent on behalf of Felando (Phil) Johnson, Program Manager, Charge Card Service Center Program Office.

Agency Program Coordinators (APCs),

A review was conducted of cardholder account setups and establishment of hierarchies pertaining to user roles in Access® Online (AXOL).  The purpose of the review was for compliance with the segregation of duties requirement as identified in the Office of Management and Budget (OMB) Circular A-123, Appendix A, Management’s Responsibility for Internal Control, and Departmental Regulation (DR) 5013-6, Use of the Purchase Card and Related Alternative Payment Methods.   The review revealed that there are Coordinators that have the ability to manage their own purchase card account(s), as well as Approving Officials (AOs) that have the ability to Final Approve their own transactions.

APCs are responsible for ensuring that key duties and responsibilities are segregated among different roles to reduce the risk of error, fraud and abuse.  To aid the APCs in this effort, the Charge Card Service Center (CCSC) developed a Custom report entitled Coordinators-AOs Hierarchy Exception Report, which they began distributing in January, 2010.  This report lists the role/Functional Entitlement Group (FEG), the hierarchy for each role, and the cardholder account number. 

The CCSC sends the report to the APCs on the 15th of every month to ensure compliance with the A-123 guidance and to strengthen the internal controls and policy set forth within AXOL and the USDA Purchase Card Program.  APCs are given two (2) weeks to review this report and validate whether the Coordinators/AOs are managing their own purchase card account(s).  APCs are to complete the fixes and send an email confirmation to the CCSC to validate that the necessary corrective action has been taken by the date requested.

Upon running the monthly Custom report, the CCSC compares the Coordinators/AOs found in the current month, to those found in the previous month report and determine whether this is the first time identified or identified in the previous month.  Effective March 15, 2012, if the Coordinator/AO was previously identified and the APCs did not make the correction to the user profile or to the cardholder account, the APCs will be allowed one (1) week to complete the fixes the second time identified.  Failure to complete the fixes in one (1) week, after the second notice, will result in the termination of the Coordinator/AO user id (i.e., status changed to “Removed”).

Please note that no one is allowed to contact the US Bank Customer Service to request that the user id be reinstated and neither are they to go into AXOL and setup a new user profile for the Coordinator/AO before making the necessary corrections.  The CCSC will run the System Administration report daily for the Coordinator/AO whose user id has been removed to ensure that a new user id has not been setup in the same hierarchy listed under the old user id unless a hierarchy transfer has been performed on the cardholder account.  

The CCSC appreciates your cooperation and support in helping to eliminate the potential for waste, fraud and abuse within the SmartPay2 Purchase Card program, as well as complying with the A-123 requirements.

If you have any questions on this process, please email the CCSC at CCSC@DM.USDA.GOV.

Thank you!

