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USDA User Profile Guidance March 12, 2009

This guide was developed with the assistance of US Bank to provide Coordinators with
step-by-step instructions to create/modify user ids for LAPCs and Approving Officials
(AO)s. APCs have the capability to create/modify user ids for LAPCs. LAPCs have the
capability to create/modify user ids for AOs.

This quick reference guide is to be used together with the User Profile User Guide found
on https://wbt.access.usbank.com. Additional questions about this guidance should be
directed to the USDA OPPM Charge Card Service Center at ccsc@da.usda.gov.



https://wbt.access.usbank.com/
mailto:ccsc@da.usda.gov
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USDA User Profile Step-by-Step
(Setting Up A New User)

1) Select
System
Administration

Personal | Business | Institution f Government | About U.S. Bancorp

Jobank.

Fiw Sar Savi Garaniead (58]

U.S. Bank Access® Online ’

ACME16 Agency

Request Status Queue

gll - ;;;Er;;rm“e“e Hi?;eﬁ,',,oﬂldeia,c, 4) Sele.ct "'Setup a new user"" to create. a new user ID. Prior

Ller To locate s specifc user to settn_lg up user, run an “A'ccount List Report” to

Profile also Sefup a new user deter_m_lne |f_a cardholder exists at Fhat level or use Account

UserID: Administration to search for specific cardholder. If
cardholder exists, you can set up user at that level. If not,

;f:::‘:ﬂ‘:lj;:emem User Last Name: submit the Reporting Hierarchy Setup Form as indicated on
Transaction Management [RUM I the form.

Travel Expense
Management Account Mumber:

Data Exchange OR I—

Account Information 3) Search for prospective user by name to

o nformation [ determine if user 1D exists. If name appears,
go to step 6. If not, go to step 4.

Home
Contact Us

e User Profile gives USDA APC/LAPC/LFPCs the ability to setup
new user IDs for APCs/LAPCs/LFPCs/AOs that sit below them in
their hierarchy real time in Access Online

e Simply log in to Access Online, select System Administration,
select User Profile, and begin

e Prior to using the feature to “setup a new user”, use the “Search”
function to determine if the requested user has an existing user
profile. Enter the user’s last name; then click “Search”. If the
user’s name appears in the list as an LAPC/APC (PAGC_APC-
LAPC) or AO (PAGC-AO4), then click on the name and perform
applicable edits.
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Setting Up A New User Cont’d

5) Enter the required fields on the

Request Status Queue screen.
Active Work Queue USEI’ PI’OfilBS

Rt lCE Ul Manage Login Informatio

Enterthe user login informatiorn”

User Type: Client User User Access Status”
IActive vl

“= reguired

Account Administration

Order Management Last Mame:* First Mame:* l:

Transaction Management IExampIe UEDAAD I

Travel Expense )

Management User D (7 to 20 alpha-numeric charactars)

Data Exchange [USDAADEXAMPLE

Account Information

Reporting I™ Data Exchange Batch Script

My Personal Information

Password:* (8 to 20 alpha-numeric characters OR
12 to 20 alpha-numeric characters for Data Exchange Batch Scripf)

I.........
Home Re-enter Pagsword:*
Contact Us I.........

Authentication Question:”
|Pet's Name j
Authentication Response:”
ISth

Continued on following page.

Functional Entitlernent Group:*
Haold down the Ctel key to make i

|CH Full Whimnnn Do edimnal Teditlaen st Cemin dedail

e i e R

e Fill out the required fields on the first screen to set up log-in
information
e Required fields are indicated with a red asterisk (*)
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Mnageem

Data Exchange
Account Information
Reporting
My Personal Information

Home
Contact Us

UsgerID:* 7 to 20 alpha-numeric characters)

|USDAADERAMPLE

[" Data Exchange Batch Script

Password:™ (5 to 20 alpha-numeric characters OR
12 to 20 alpha-numeric characters for Data Exchange Batch Script)

Re-enter Password:”

Authentication Question:*
IPet's MName 'l

Authentication Responge:”

|Sp0t

Functional Entitlernent Group:*

March 12, 2009

Hold down the Ctrl key to make multiple selections

CHFull

ONLY use Accounting
Code View 1 for USDA
user 1Ds

FPAFinance

Wiew Functional Entitlerment Group detail

Select only one group at a time to wiew detail.

Accounting Code View:
; =

When finished,
hit “save”

Please refer to the FEG matrix on
the User Profile Setup and
Maintenance Overview or see below
to assign the correct FEG to the user
that you wish to create

ush demol

e e e e

USDA FEGs to be utilized in User Profile

User Type

Description

PAGC_APC-LAPC

USDA specific APC FEG

Account Setup and Maintenance, Transaction Management
and Allocation, Fleet reporting

PAGC_AO4 USDA specific AO FEG No Account Setup and Maintenance, no allocation and
limited reporting

PAGC_RPT Reporting only FEG Standard reporting

PAGC_AO2 View only APC FEG View only: Account Administration, Transaction

Management and Standard reporting

For Purchase program use:

0 O O O

FEG matrix

PAGC_APC-LAPC (LAPC/APC),

PAGC_AO4 (AO),
PAGC_RPT,

PAGC_AO2 (Financial POC)
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Setting Up A New User Cont’d

Request Status Queue

Active Work Queue User Profiles

System gation User Profile Summary
Example, USDAAD

Login Information Edit

Last Name: Example
First Name: USDAAD

Account Administration M

Order Management Organization Short Name: ACAG1E User Aut_l lentication Category: Fet's Mame
Transaction Management User ID: LSDAADERAMPLE Accounting Code View: 1

Travel Expense User Access Status: Active Functional Entitlement Group{s): PA Admin
Managemert Date Created: 021132008

Data Exchange Created By: palagency

Account Information Date Last Changed: 02132009

Reporting

My Personal Information Account Assignments Edit

Card Type Account Number Account Status Desigi 6) Select View/Add processing hierarChy

next. You will want to add the
Hierarchy Assignments equivalent reporting hierarchy as well

Home
Contact Us

o WiewAdd Processing Hierarchy Assionments
o Yiewitdd Reporting Hierarchy Assignments

Contact Information Edit

Address 1: Phone Number:

Address 2: Fax Number:

City: Email Address:

State/Province: Other:

Zip/Postal Codle: Email Notification: Staterment Motification

o After clicking “Save”, you are brought to this screen

e You should see the user ID log-in information that you set up at
the top of the screen

e Next step, add processing hierarchy to the user ID
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Setting Up A New User Cont’d

o o U ¢ et 1 Y P i S Lt g ot

e
Wi EUIITIM Muveoao Wil ::.' ’ / .
Request Status Queue
Active Work Queue User Profiles #* Log Out

select a Processing Hierarchy Position

Searchfor a Hierarchy Position
Selectthe hierarchy level vou wish to locate, and enter any known or partial values, then search.

Hierarchy Level:
IAgent 'l

7) Search for processing
hierarchy using any
known or partial values.

Order Management

N Banlk: Agent: Campany: Division:
Transaction Management

Department:

Travel Expense
Management

Data Exchange

Account Information
Reporting

My Personal Information

Tao add a position ta the Selected Hierarchy Positions, selectthe positian in the listta the left and click"Select
Faszition". When yau are satisfied with vour selectionis), click "Accept Hierarchy”.

Home F 1 Hi hy Position(s)
ound Hierarchy Position(s

Contact Us Records 4 - 1 of 1 Selected Hierarchy Position(s)
Select Bank Agent Comp Div Dept Remove Bank Agent Comp Div Dept
I_ 2053 0073 ) o hiemmhy position () selected.

CheddAll Shown | Unchede All Shown

Records 1 -1 of 1

Accept Hierarchy

e Search for the hierarchy that you wish to link to this user 1D
o APCs usually require one or multiple agent levels (level 4s)
o LAPCs usually require one or multiple company levels
(level 5s)
o AOs usually require one or multiple division or department
levels (level 6 or 75)
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Setting Up A New User Cont’d

Search for a Hierarchy Position
Selectthe hierarchy level you wish to locate, and enter any known or partial values, then search.

Hierarchy Level:
IAgent h l
Account Administration

e g e Bank: Agent: Company. Division:  Department:

Transaction Management I I I

Travel Expense
Management

Data Exchange m

Account Information

Reporting gng
My Personal Information 8) Select position to add

To add a position to the Selected Hierarchy Positions, select the posiy hlel’al’Chy
Position". Ta remove a selected position fromm the list, mark the positi
"Remove Position”. When you are satisfied with vour selection(s), clic

Home
ELERE Found Hierarchy Position{s)
Records 1- 1 of 1 Selected Hierarchy Position(s)
Select Bank Agent Comp Div Dept Remove Bank Agent Comp Div Dept
- 3059 0073 y| 3059 0073

ChedeAll Shown | Unchedd All Shown

Records 1 -1 of 1

Accept Hierarchy .
When finished,
== Back to User Profile Summary hlt “Accept
Hierarchy”

e Place a check mark in the box to the left of the hierarchy you wish
to link to the user

e Click on the button, “Select position”

¢ |t should then appear on the right side of the screen under
“Selected Hierarchy position”

e Click on the button, “Accept Hierarchy”
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Setting Up A New User Cont’d
[ T e e )

U.S. Bank Access® Online

Request Status Queue

Active Work Queue User Profiles
S o i Select a Reporting Hierarchy Position

Search for a Hierarchy Position
Selectthe hierarchy level you wish to locate_and enter anwv known or nartialwallies then search

9) Search for reporting hierarchy using any
known or partial values.

Hierarchy Level:
filigte Group: m

Account Administration

rder Mﬂ_nagement Bank: Level1: Level 2:

Transaction Management I I I

Travel Expense
Management

Data Exchange
Account Information m
Reporting

Level f: Level 7:

Level 1

My Personal Information

To add a position to the Selected Hierarchy Positions, select the position in the listto the left and click "Select
Fosition". Wwhen you are satisfied with vour selection(s), click "Accept Hierarchy".

Found Hierarchy Position(s)
Records 1-2 of 2 Selected Hierarchy Position(s)

Select Bank Lvi1 Lvi2 (W3 Iv4 W5 Lv6 Lv7 y [GEubos ERLL 00 0d Gns) G40
o hiemmhy position () seleched.

Home
Contact Us

[l 30589 B4913 22227 33333 44444 5HE55

- 30589 4990 22222 33333 44444 5EE55 —>

Chedoall Shown | Unchedd All Shown

o Use the same process for reporting hierarchy
e Search for the levels that you wish to link to the user
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Setting Up A New User Cont’d

R 2.7 LI LIE s A ST oL o 1T L v P L7 et i =

Hierarchy Level,
Level 5 =

Ordernlla_nagemenl Bank: Lewel 1: Level 2 Level 3: Lewel 4: Level & Level B: Lewel 7:
Transaction Management I I I

Travel Expense

Management 10) Select pOSition to add
Data Exchange m hierarchy

Account Information

Reporting
My Personal Information

To add a position to the Selected Hierarchy Positions, select the position in the listto the left and clic
Position". To remove a selected position from the list, mark the position in the list to the right and cli
"Remaove Position”. When you are satisfied with vour selectionis), click "Accept Hierarchy".

Home F I Hierarchy Positi
Contact Us ound Hierarchy Position(s)

Recordz 1-2 of 2 Selected Hierarchy Position(s)

Select Bank Lvi1 Lvi2 W3 Lvi4d L5 Lv6 LM7 R ELem oV Han i vi i R L vij:2 B v R
[T 3059 54813 22222 33333 44444 55555 r 3058 4913 22237 33333 44

(il 3059 64880 222227 33333 44444 55555 —>

Chedeall Shown | Uncheds All Shown

Records 1-2 of 2

11) When finished, hit
“Accept Hierarchy”

== Backto User Profile Summary

@ 2008 5. Bancorp uzh demol

o Select them with a check mark
e Accept the hierarchy
e You may also remove hierarchy from a user
o Place a check mark in the hierarchy you wish to remove
o Click on the button, “Remove position”
o Accept Hierarchy
e Note: Remember to add new hierarchy to a user before removing
old hierarchy. If a user ID has all hierarchy removed you will
lose the ability to maintain that user because he/she is no longer
tied to your own hierarchy.
o See page 15 to remove a user ID altogether

10
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rnment | About US. Bancorp

ACME16 Agency

Ebank.

mwmurﬁ---d(fa

U.S. Bank Access”Online

Request Status Queue
Active Work Queue User Profiles

User Profile Summary _ _ .
Example, USDAAO 12) Click on this edit link to enable
Login Information Edi a user as an approval manager

Last Name: Example
First Name: USDAAD

Account Administr Wk

Order Management Organization Short Name: ACAG1E User Alrt_hentication Category: Pet's Name
Transaction Management User ID: USDAADEXAMPLE Accounting Code View: 1

Travel Expense User Access Status: Active Functienal Entitlement Group(s): PAAdmin
Management Transaction Approval Manager: Mo

Data Exchange Date Created: 021132009

Account Information Created By: palagency

Reporting Date Last Changed: 02011352009

My Personal Information

Account Assignments Edit

Card Type Account Number Account Status Designated User User ID

Home Hierarchy Assignments

Contact Us

o View/Add Processing Hierarchy Assignments
« View/Add Reporting Hierarchy Assignments

e Toenable a user as an approval manager (purchase APCs,
LAPCs, AOs), click the login information edit link after linking
hierarchy to the user ID

e By selecting the Approval Manager box, cardholders will be able
to select and send approved transactions to this user for Final
Approval

11
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Account Administration
Order Management
Transaction Management

Trawvel Expense
Management

Data Exchange

Account Information
Reporting

My Personal Information

Home
Contact Us

Enter the user login information.

User Type: Clignt User User Access Status?”
IActi\re 'I

= required

Last Mame™ First barme™ hl:

[Example USDAAD [

User D" 7 to 20 alpha-numeric characters)

[USDAADEXAMPLE

Password:” (8 to 20 alpha-numeric characters OR
12 to 20 alpha-numeric characters for 0 ata Exchange Batch Script)

Re-enter Password:”

Authentication Question:”

| Pets Marme =l
i“s“;“u'i””””m Respanse: 13) Place a check mark here if you wish to

enable your user as an approval manager

Transaction Approvals ¥ Approval Manager

Functional Entitlement Group:*

Hold down the Cirl key to make multiple seledions

CHEUI Wiew Functional Entitlernent Group detak
n Select only one group at a time to view detail.
PAFinance 4 graup

Accounting Code View:

1 =

14) Click

“save” when

[B=

Fa i == . ‘

« After placing the check mark in the Approval Manager box, click

“save”

12
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T TG, =

MI:

Account Administration

Order Management
Transaction Management

Organization Short Name: ACAG16
User ID: USDAAQERAMPLE

Trawvel Expense User Access Status: Active
Management Transaction Approval Manager: “Yes
Data Exchange Date Created: 02713520049

Account Information Created By: palagency

Reporting Date Last Changed: 027132009

My Personal Information

Home

Account Assignments Edit

Hierarchy Assighments

Contact Us

User Authentication Category: Pet's Mame
Accounting Code \iew: 1

Functional Entitlement Group(s): PA Admin

Card Type Account Number Account Status Designated User UserID

o ViewiAdd Processing Hierarc
o WiewiAdd Reporing Hierarch

Contact Information Edit
Address 1: 1024 Connecticut Ave
1

Address 2:

City: Washington
State/Province: OC

Zip/Postal Code: 20036

Country: United States

== BHack to User Profile Home

=. Bancorp

15) Click here to add address, email, and email
notification information

Phone Number: 202-553-1122
Fax Number:
Email Address: usdaao@usda.example.goy
Other:
Email Notification: Data Exchange
Pending Transaction Appraval
Staterment Motification

Select the Contact Information edit link to add the address, email,

and email notification detail

13

ush demal
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Example, LSDAAD

Enter the user contact information. |

16) Enter required

- ired . .
: require information as
Account Administration Last Mame:* First Mame:* M: indicated by red
Order Management |Examp|e |USD AAD) I asterisk
Transaction Management . .
Address 1: Address 2:
Travel Expense
Mﬂnagem’em |1 025 Connecticut Aswe MW |
Data Exchange City:” StatelProvince™ Zip/Postal Code:”
Account Information |Washington |oc =] |20038
Reporting Country:’
My Personal Information I United States vl
Phone Murmber:” Fax Mumber:

|202-555-1122
Email Address:”

Home
Contact Us Other:

|usdaa0@usda.example.gov

Email Notification

[¥ Data Exchange

Hold down the Ctrl key to make - Select information as

ltiple selections. ..
indicated on page.

Successful Upload

Unsuccessful Uplaad
Successful Download
Unsuccessful Download

- Pending Transaction Approval
& Daily

o Fill in the required fields indicated with a red asterisk (*)
o Select Data Exchange to allow users to schedule reports and when
to be notified by email if a report is populated for the user

14
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[

E il Notifi i g o
mall Hetieation < Select information as

¥ Data Exchange 0 q .
Hold daown the Ctrl key to make Indlcated on thls

multiple selections. page.

Successful Upload
Unsuccessful Upload
Successful Download
Unsuccessful Download

¥ Pending Transaction Approval
= Daily

@ Weekly: IWednesdav 'l

™ Send notification only when there are transactions to approve.

Statement Notification
Select accounts below to receive email notification when a statement is available in Access Online.

Accounts associated directly to this userid:

Status Account Number Account Name Account Type

Add Manading Accounts

Aogd Cardhaolder Account

Accounts viewed

Click “save”
when finished

¢ Select “Pending Transaction Approval” to enable email
notification when an approved transaction awaits the user’s final

approval in their Approval Manager Queue
o Select when the user should be notified of approved transactions

in their queue
o The default selection for USDA is weekly on Wednesdays

e Ignore statement notification for all product lines
o Hit “save”.

15
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Account Administration M

Order Management Organization Short Name: ACAG16 User Aut_l ientication Category: Pet's Mame
Transaction Management User ID: USDAADEXAMPLE Accounting Code View: 1

Travel Expense User Access Status: Active Functional Entitlement Group{s): PA Admin
Management Transaction Approval Manager: Yes

Data Exchange Date Created: 021352009

Account Information Created By: palagency

Reporting Date Last Changed: 0271272009

My Personal Information

Account Assighments Edit

Card Type Account Number Account Status Designated User User ID

Home Hierarchy Assignments
Contact Us You have successfully
created a user

profile!

« ViewiAdd Processing Hierarchy Assignments
« ViewiAdd Reporing Hierarchy Assignments

Contact Information Edit
Address 1: 1025 Connecticut Ave  Phone Number: 202-555-1122

P Fax Number:

Address 2: Email Address: usdaao@usda.example.goy
City: Washington Other:

StateProvince: DC Email Notification: Data Exchange

Zip/Postal Code: 20036 Pending Transaction Appraval
Country: United States Staternent Motification

=< Backto User Prafile Harme

@ 2009 LS. Bancorp uzh demol

e You will now see the User Profile Summary screen with your
updates to the contact information

e Unless you need to maintain something, your request is complete
and the user ID is created and ready to be used

o Note: Approval Manager updates load overnight

16
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Removing a User ID

nment | About orp

@mﬂ_‘l&@ ACME16 Agency

U.S. Bank Access” Online

Request Status Queue
Active Work Queue User Profiles

User Profile Summary i ic i
Example, USDARD 1) Click on this link to remove a

user ID

Login Information Edit

Last Name: Example

First Name: SDAMD

B i i M

Account Administration
Order Management Organization Short Name: ACAG1E User Aul_hentication Category: Pet's Mame
T Ty A——— User ID: USDAAQERAMPLE Accounting Code View: 1
Travel Expense User Access Status: Active Functional Entitlement Group({s): PAAdmin
Management Transaction Approval Manager: ‘es
Data Exchange Date Created: 0201352009
Account Information Created By: palagency
Reporting Date Last Changed: 027132009

My Personal Information

Account Assignments Edit

Card Type Account Number Account Status Designated User UserID

Home Hierarchy Assignments

Contact Us

o iewiAdd Processing Hierarchy Assignments
o YiewiAdd Reporing Hierarchy Assignments

e To remove a user ID, search for the user by user ID or name
¢ Click on the login information edit link

17
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et ESUIII Moo WIIINIIG

Request Status Queue

Active Work Queue User Profiles
inistration Manage Login Information

# Log Out

o _ 2) Select
Enter the user login infarmation. .
appropriat
User Type: Client User User Access Status:” e action.
Removed vl

“ = required Active

Account Administration |Inactive |
. . [Removed |

Order Management Last Mame:* First Marme:* (T

Transaction Management IExampIe JEDaAD I

Trawvel Expense i

Management UserID:” 7 to 20 alpha-numeric characters)

Data Exchange [USDAACEXAMPLE

Account Information

Reporting Password:™ ¢z to 20 alpha-numeric characters OR

Ny Personal Information 12 to 20 alpha-numeric characters for D ata Exchange Batch Seript)

Re-enter Password:™

Home :

Contact Us Authentication Question:”
|Pet's Marme j
Authentication Response:”
ISpot

Transaction Approvals W Approval Manager 3) Click
“save” when

Functional Entitierment Group:™
Hold down the Ctrl key to make multiple selections

[CHFul e e e e -

o Select “Removed” from the drop-down box under User Access
Status to remove a user
¢ You may also choose to make a user “inactive” if you do not wish
to permanently remove the user ID
o A user cannot log-in to Access Online if their status is
“inactive”
e C(lick on “save” and your request is completed

For further questions contact customer service, the technical
helpdesk, or your account coordinator

18



