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Fraud Overview and Trends



Defining Card Fraud

 \What is card fraud?

—QObtaining services, credit or funds by
misrepresentation of identity or information

—Third-party, unauthorized use of a card

* Fraud is not...
—Cardholder / employee abuse
—Family use
—Marital situations
—Misuse and abuse
—Disputed transactions/charge error
—Inabllity to pay
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Fraud Activity

* Fraud Types

—Counterfeit: Copy of magnetic stripe, perpetrated
by organized criminal group

—Internet / Card Not Present (CNP): Unauthorized
use of account information, card number only

—Lost / Stolen: Crimes of convenience

—Non-Receipt of Issued card (NRI) / mail theft:
Minimal risk if issuer uses a card activation program

—Account Take Over (ATO): Identity theft is not an
Issue for our travel and purchasing card portfolios
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Most Common Fraud Locations

Top 10 Fraud Merchant Category Codes (MCCs)
01 - O2 for Purchasing Cards

GSA Purchasing Top Fraud MCCs

MCC Description % of Fraud
5047 Dental/Lab/Medical Equip 15.9%
5045 Computers, Equipment, Software 5.4%
7399 Business Services 3.8%
5085 Industrial Supplies 3.2%
5941 Sporting Goods Stores 2.9%
5999 Misc & Specialty Retail Stores 2.9%
5964 Catalog Merchant 2.9%
9399 Government Services 2.9%
5251 Hardware Stores 2.6%
5732 Electronics Stores 2.3%
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Most Common Fraud Locations

Top 10 Fraud MCCs Q1 — Q2 for Travel Cards

GSA Travel Top Fraud MCCs

MCC Description % of Fraud
5411 Grocery & Supermarkets 14.8%
5944 Jewelry, watch, clock & silverware 6.6%
5310 Discount Stores 5.2%
5542 Automated Fuel Dispenser 3.8%
6011 Automated Cash Disbursement 3.7%
4812 Telecommunication Equip & Sales 3.3%
3701 La Mansion Del Rio 3.1%
7011 Lodging 2.8%
3665 Hampton Inns 2.6%
5732 Electronics Stores 2.6%
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Current Fraud Trends

* Trends driven by organized crime

—Skimming: Card’s magnetic stripe is copied using a
track reading and capturing device
—Data breach events: Intentional interception of

magnetic stripe information as it is communicated from
merchant to issuer

—ldentity theft: Personal information not belonging to
the criminal is used to receive financial services

—Account number generators: Method of illegally
procuring and using card information facilitated by the
Internet

* U.S. Bank clients rarely notify us of identity theft,
however the other three trends impact us regularly

10



o~

Counterfeit Fraud — Data Breach Events

* Merchant systems are hacked or “sniffed”

* [ssuers detect data breach events through pattern
analysis on counterfeit cases

 Card associations are notified of suspected
breaches

 Card associations complete forensic investigations

* U.S. Bank is notified of confirmed data breaches
by Visa® and/or MasterCard®

—Both Visa and MasterCard follow specific procedures
before notifying issuers, thus the increased time for
identification

11



o~

Defenses Against Counterfeit Fraud

* Develop strategies to decline and/or queue
suspicious transactions which include
—Counterfeit test authorization merchants
—Increase in counterfeit activity at a specific location

« Compare new counterfeit cases against known
compromised merchants

—Assess risk of continued use of compromised card
numbers; may suggest a proactive card reissue

* Analyze transaction histories of counterfeit cases
to find new compromise location
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Account Number Generators - CreditMaster

A program that generates credit and debit card
numbers according to the algorithm used by the
major card associations
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Account Number Generators

 Important points to remember

—This form of fraud is completely independent of any
card activity or usage patterns on the part of the
cardholders

—Programs are only capable of generating numbers

* How does U.S. Bank defend against account
number generators?

—Monitor fraud activity trends
—Create rules to send accounts to a detection queue
—Decline fraud transaction pattern at the point of sale
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Fraud Case Life Cycle



Analyzing Fraud

* Every morning, the previous day’s fraud cases are
reviewed for new fraud trends

* As the analytics team identifies new trends they
adjust or create strategies to detect and prevent
these trends

* Rules are monitored and adjusted daily

* Two types of fraud rules
—Near-time rules
—Real-time rules
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Near-Time Rules

 Fraud system monitors authorizations post-
decision, it routes highest risk activity and may
systematically place a Fraud Referral (FR) code
on the account

—Authorizations which exceed a risk score threshold
or meet criteria matching current fraud trend

 Fraud detection analysts review the accounts In
gueue

—Add and/or remove the FR block

—Call cardholder, leave block in place if unable to
reach cardholder
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Real-Time Rules

* A real-time rule declines or refers at the point-of-sale
* Reserved for activity with the highest fraud risk

* Decline reason is “ADS 1" (Authorization Decision
Strateqgy)
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Fraud Protection Tool Summary

- Combining real-time strategy with near-time
strategy in the system results in an effective
protection system against fraud

—Real-time strategies are designed to potentially
block fraud on the first detected attempt

—Near-time strategies then provide an opportunity to
block subsequent fraud attempts

* Rules are monitored reqgularly to ensure they are
performing as designed

—Rules are updated or deleted as needed
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Reporting Fraud

 Fraud cases should be initiated over the phone by
contacting Government Services at 888-994-6722
Immediately

* Customer will be asked to close the account. A
replacement account will be reissued

« Customer will be transferred to our Fraud
Department (800-523-9078), who will review the
current activity with the cardholder

 Fraud analyst will initiate a fraud case by
identifying the authorizations and/or transactions
that have posted to the account that are believed
to be fraudulent transactions 2
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Reporting Fraud (continued)

- If the fraud charges post to the customer’s new
account, they will receive a credit on the new
account

* A Statement of Fraud form will be sent to the
cardholder

* If the case Is started on authorization activity and
the transactions never post, a Statement of Fraud
letter will not be created and the case will be
closed

* The Statement of Fraud must be completed and
returned to the Fraud Department by the due date
on the letter ”



Contact Information

* Questions on existing fraud cases:

—Contact the U.S. Bank Fraud & Disputes Solutions
Service (FDSS) at 800-815-1405, avallable 24/7

—|f a case Is assignhed to a case processor, the
cardholder may contact them directly at their
extension

—Contact Government Services at 888-994-6722,
available 24/7
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Time Frames for Fraud Cases

* All fraud cases need to be Initiated within 90 days
of the transaction posting date, however the
sooner the better

* The Statement of Fraud will be sent within three
weeks of the case being initiated

* The signed Statement of Fraud must be returned
within 21 days from the date it was generated

¢ |If the case Is not started and/or the Statement of
Fraud Is not returned within these dates, the client
will be liable for the transactions
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Tips to Mitigate
and Detect Fraud
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Program Administrator Tips

* Review spending reports and guestion non-business
related transactions immediately

—Suspend or cancel charging privileges when appropriate
* Be mindful of how card data is stored and destroyed
« Keep cardholder account records current

* Ensure that termination includes destroying the card
and closing the account

* Notify Account Coordinator of anticipated changes in
spending patterns

* Frequently communicate policies on appropriate use
of the card account and how to report suspicious
activity
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Program Administrator Tips (Continued)

« Schedule fraud reports to monitor activity and
ensure the statement of fraud affidavit is returned
to the bank. They can be scheduled to go to your
U.S. Bank Access® Online Data Exchange mailbox

—Statement of Fraud Report includes all cases that
were opened in the past 90 days and show when
the document was sent and if/when it was received
back by U.S. Bank

—Fraud Summary Report includes all authorizations
and transactions identified as fraud for each of the
fraud cases during the time frame requested. The
report also summarizes the top fraud MCCs by
count and dollar amount 2



Cardholder Tips

* Sign your cards as soon as they arrive

*Don’t lend your card or Personal ldentification
Number (PIN) to anyone

*Don’t leave cards or receipts lying around

« Keep an eye on your card during the transaction,
and get it back as quickly as possible

* Destroy receipts and statements you no longer
need

* Reconcile accounts frequently

* Report any questionable charges to U.S. Bank
oromptly
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Cardholder Tips (Continued)

* Notify U.S. Bank in advance of a change in
address or phone number

* Don’t write your account number or personal
Information on a postcard or the outside of an
envelope

*Don’t give out personal information over the phone
unless you initiated the call and the company is
reputable, same for emails or internet activity

« Keep a record of your account numbers, their
expiration dates, and the phone number and
address of each issuer in a secure place
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Disputes



Disputes

* Definition-

—Cardholder does not recognize a transaction or has
been unable to resolve an erroneous billing to their
credit card

« Cardholder requirements-
—Must attempt to resolve with the merchant

—Provide detailed explanation to U.S. Bank
—Notify U.S. Bank within 90 days of transaction date
—Respond promptly to additional detail requests
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Valid Disputes are...

* Duplicate charge

* Merchandise/services not received
* Returned merchandise

» Cancelled transactions/services

* Incorrect amount

 Paid by other means

* Defective merchandise

* Quality of service/merchandise

* Unrecognized/unauthorized
—Unauthorized requires the account to be closed
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Invalid Disputes are...

 Sales tax

 Shipping & handling

* Exchange rates

e Convenience checks

* Credits/re-bills

* Government service rebates
* Different fiscal year

* Wrong customer’s account

 Unofficial/unauthorized cardholder purchases,
cardholder abuse

32



Dispute Timeframes

e Guidelines

—To preserve dispute rights, a dispute must be
received within 90 days from the date on which the
transaction posted
* Draft requests, that have not been officially disputed,

does not preserve your dispute rights

—Unauthorized transactions by the cardholder
should be called in as a fraud case, since the
account will need to be closed before we can
assist
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Dispute Process

- Cardholder disputes transaction
—Dispute reason
» |dentify reason for the transaction dispute
« Submit relevant information/documentation

* Transaction is suspended

 Dispute case Is researched
—Visa/MasterCard Regulations
—Additional information obtained/requested
—QObtain transaction receipt
—Contact customer
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Dispute Process

* May charge back to merchant
—Cardholder receives provisional credit

* Merchant rebuttal
—Up to 45 days from chargeback date
—Additional information

« Updated Cardholder response
* Pre-Arbitration/arbitration
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Transaction/Disputes

* Resolved in favor of cardholder — credit issued
* Resolved in favor of merchant — no credit

* All disputes, whether they were initiated
In Access Online or not, will appear on the
Transaction List Report
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How to Initiate a dispute

* Access Online
https://access.usbank.com

» Customer Service
888-994-6722

* Mall
U.S. Bank Government Services
PO Box 6347
Fargo, ND 58125-6347

e Fax
866-457-7506
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Documents

 Please contact your Relationship Manager for
documents regarding:

—Account Security Tips
—Fraud and Disputes Process
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Questions?
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Thank You

Presentations are available now on
www.usbank.com/sp2presentations

Complete a survey on this session at:
www.gsasmartpayconference.org/survey
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